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Course description:

This course provides a comprehensive introduction to the principles and practices of internet
security. Students will explore fundamental network security concepts and learn how to secure
network communications by understanding the lifecycle of packets, protocol layers, and
common vulnerabilities. Hands-on activities include packet sniffing and spoofing using tools such
as Wireshark, tcpdump, and Scapy. Topics cover attacks on various network layers, including
MAC layer attacks (ARP Cache Poisoning, Man-in-the-Middle), IP layer attacks (IP Fragmentation,
ICMP attacks), and TCP protocol attacks (SYN Flooding, TCP Session Hijacking). Additionally,
students will gain practical experience with firewalls (Netfilter, iptables), VPN technologies
(TLS/SSL, TUN/TAP), and DNS security, addressing vulnerabilities like DNS cache poisoning and
denial-of-service attacks. By the end of the course, students will have the skills to analyze,

detect, and mitigate internet security threats.
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